
Title: Web Link:
BigID Blog: What Steps Should You Take For HIPAA Compliance? (What Are the Three Rules of HIPAA?) https://bigid.com/blog/hipaa‐compliance‐guide/

Collecting, Using, or Sharing Consumer Health Information? Look to HIPAA, the FTC Act, and the Health Breach Notification Rule
https://www.ftc.gov/business‐guidance/resources/collecting‐using‐or‐sharing‐consumer‐health‐
information‐look‐hipaa‐ftc‐act‐health‐breach 

Federal Trade Commission: Children's Privacy https://www.ftc.gov/business‐guidance/privacy‐security/childrens‐privacy
Federal Trade Commission: Health Privacy https://www.ftc.gov/business‐guidance/privacy‐security/health‐privacy 
Halock: The Hand Rule: Managing the Upper Limits of Security Costs https://www.halock.com/hand‐rule‐managing‐upper‐limits‐security‐costs/
Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients  https://healthsectorcouncil.org/wp‐content/uploads/2018/12/HICP‐Main‐508.pdf
HHS 405(d) Program: Aligning Health Care Industry Security Approaches: Cyber Safety is Patient Safety https://405d.hhs.gov/
International Association of Privacy Professionals: US State Privacy Legislation Tracker https://iapp.org/resources/article/us‐state‐privacy‐legislation‐tracker/
NIST Cybersecurity Framework 2.0: RESOURCE & OVERVIEW GUIDE (NIST.SP.1299.pdf) https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.1299.pdf
Telehealth.HHS.gov: HIPAA Rules for telehealth technology https://telehealth.hhs.gov/providers/telehealth‐policy/hipaa‐for‐telehealth‐technology
Telehealth.HHS.gov: How do I protect my data and privacy? https://telehealth.hhs.gov/patients/additional‐resources/data‐privacy

Telehealth.HHS.gov: Telehealth for behavioral health care: Protecting patients’ privacy
https://telehealth.hhs.gov/providers/best‐practice‐guides/telehealth‐for‐behavioral‐
health/preparing‐patients‐for‐telebehavioral‐health/protecting‐patients‐privacy

Telehealth.HHS.gov: Telehealth Privacy Tips for Patients https://telehealth.hhs.gov/documents/Telehealth+Privacy+Tips+for+Patients.pdf
Telehealth.HHS.gov: Telehealth Privacy Tips for Providers https://telehealth.hhs.gov/documents/Telehealth+Privacy+Tips+for+Providers.pdf
The HIPAA Journal: Security Breaches in Healthcare in 2023 https://www.hipaajournal.com/security‐breaches‐in‐healthcare/
The NIST Cybersecurity Framework (CSF) 2.0 (NIST.CSWP.29.pdf) https://nvlpubs.nist.gov/nistpubs/CSWP/NIST.CSWP.29.pdf
The Office of the National Coordinator for Health Information Technology: Guide to Privacy and Security of Electronic Health 
Information https://www.healthit.gov/sites/default/files/pdf/privacy/privacy‐and‐security‐guide.pdf
U.S. Department of Health and Human Services Office for Civil Rights Breach Portal: Notice to the Secretary of HHS Breach of 
Unsecured Protected Health Information

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf 

U.S. Department of Health and Human Services: Health Information Privacy https://www.hhs.gov/hipaa/index.html
U.S. Department of Health and Human Services: HIPAA and Telehealth: Telehealth Privacy and Security https://www.hhs.gov/hipaa/for‐professionals/special‐topics/telehealth/index.html

U.S. Department of Health and Human Services: Resource for Health Care Providers on Educating Patients about Privacy and 
Security Risks to Protected Health Information when Using Remote Communication Technologies for Telehealth

https://www.hhs.gov/hipaa/for‐professionals/privacy/guidance/resource‐health‐care‐providers‐
educating‐patients/index.html

U.S. Department of Health and Human Services: Summary of the HIPAA Privacy Rule https://www.hhs.gov/hipaa/for‐professionals/privacy/laws‐regulations/index.html
U.S. Department of Health and Human Services: Summary of the HIPAA Security Rule https://www.hhs.gov/hipaa/for‐professionals/security/laws‐regulations/index.html

U.S. Department of Health and Human Services: Telehealth Privacy and Security Tips for Patients
https://www.hhs.gov/hipaa/for‐professionals/privacy/guidance/telehealth‐privacy‐
security/index.html

Verizon: 2023 Data Breach Investigations Report Healthcare Snapshot https://www.verizon.com/business/resources/T6b0/reports/2023‐dbir‐healthcare‐snapshot.pdf

Virtual Care Security Tips for patients
https://telehealthresourcecenter.org/wp‐content/uploads/2022/12/Virtual‐Care‐Security‐Tips‐for‐
Patients‐2.pdf 

Virtual Care Security Tips for providers
https://telehealthresourcecenter.org/wp‐content/uploads/2021/11/Virtual‐Care‐Security‐Tips‐for‐
Providers.pdf 
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